CONFIDENTIAL /=58

Securing the 7 :
- most secure.




RS/\ Long History for 50 years

1977: RSA Algorithm

1996:
RSA SecurlID
SW Token
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2003 - 2005:
SW Token for Windows
SW Token for BlackBerry

SAML2.0

1977 - 2013

RSTAN
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2001 - 2002:
SMS Auth.

2006 - 2008:
Transaction Signing bl

2014:

SecurID Cloud (SaaS)
Approve Auth.
Apple Touch ID

2009 - 2011:

Risk Base Authentication for B2E
SW Token for iOS & Android

Credential: SanDisk, Broadcom,
Intel, IronKey, Upek

Enterprise Mobile Management:
VMware, BlackBerry
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SW Token for Palm Pilot
SW Token for Windows Mobile
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Apple Face ID
Apple Watch
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Windows Hello
Azure AD MFA
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2014 - 2023
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2019:
C& SecurlD Passwordless
FIDO2
Yubico
2016:

Proximity MFA for Windows &

Samsung Fingerprint Auth.
FIDO U2F
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RS/ Unified Identity Platform

Automated Identity Intelligence

Bg

Authentication Governance &
Lifecycle

On-Premises Multicloud
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OTP vs ID Plus 21 H9]
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WHY RSA ID Plus
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ID Plus_

1. MFA + Malware &

© Threat Detected. Tap for detalls

© Threat Detected. Tap for details

ft o

QR Login M

o |

(55) Critical Threat Detected (sp70)

]
l A threat has been detected that prevents i

you from authenticating with this
credential. Contact your IT Help Desk.

Device 1D:
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56789ABC
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MFA and More

Mobile Lock
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ID Plus_ MFA and More

2. MFA + I| 4 giX]

RSA iShield Key 2 Series
powered by Swissbit
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ID Plus_ MFA and More
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RSA + Microsoft: S A}¢t
Passwordless

MicrosoftS 4

Passwordless

Data center
Mainframes

Legacy applications
macOS

ZEs MFA 24

AD-joined machines
Window 10
Windows Server
RADIUS

Hybrid =&

Dedicated security layers
Data sovereignty
Air-gapped networks
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MFA M -ZAlg| - E&A}

- Hybrid 7+’3 (On-Prem + Cloud ), ID Plus E1 License+ Option (SMS + Mobile Lock) since 2024
- PAM, SSL VPN, MS Entra ID, SASE 215 S0 &£&
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MFA H8AlH|- 2212 &+8=
- Hybrid (On-Prem + Cloud ), ID Plus E2 License+ SMS option since 2021
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