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RSAConference

Where the World
Talks Security”

Google’s 90-Day Digital
Certificate Proposal: Better
Security, More Work

Posted on September 26, 2023 by Murali Palanisamy

his char

https://www.rsaconference.com/library/blog/googles-90-day-
digital-certificate-proposal

© 2024 ALO|H{0} 3 Software Ltd. All rights reserved

CA / Browser Forum

CA‘B CA/BROWSER FORUM

Home" About Server Cert Code Signing Cert NetSec S/MIME Cert Definitions
WG WG WG WG WG

WELCOME TO THE CA/BROWSER FORUM

The Certification Authority Browser Forum (CA/Browser Forum) is a voluntary gatherin
Certificate Issuers and suppliers of Internet browser software and other applications that use
certificates (Certificate Consumers).

Mare information for about the forum and information for
and an be found in the

Recent posts
Ballot SMCO11 - Add EUID as Registration Reference

w of Ballot SMCO11 EUID as Registration Reference This Re!
Seciio of th wse m's [ntellec Jperty

https://cabforum.org/

Proceedings  Resources

LATEST RELEASES

Server Certificate
Requirements

- Mar 13,
2025
BRs release version 2.1.4
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Starting in 2026, SSL/TLS certificate lifespans will be reduced from the current o
maximum of 13 months. By 2029, all public SSL/TLS certificates will have a 1.5- L] Ot 67“"’" = 7 I E 7CI;
month maximum validity. Here's what you need to know.

>
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On April 11, 2025, the CA/Browser Forum (CA/B Forum) approved Ballot SC-081v3, a proposal from Apple that aims L ED’” O |
to dramatically re pe how organizations manage digital certificates and keys by reducing the lifespans of
certificates and validation-related data.

But this update to the SSL/TLS Baseline Requirements isn't just another te al change — it’'s a fundamental shift
i | : ; & 20274 38 15¢
[ = =

that will require organizations to rethink their certificate management approach and strategies.

Here's what you need to know about the coming changes to SSL/TLS certificate validity and data reuse periods and

ho‘\.uthey‘l\ aﬁeclyo;rorganizatiun L] —%l |:'H TLS |O_|%A-| -I(?I_§—7|I7_I-:
Let's hash it out.
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TL;DR: A Breakdown of the Changes to Come Starting in March 2026

* The industry is moving toward shorter SSL certificate lifespans (i.e., 47 days). The goal of the ballot's

[=]
phased reduction is to make the proposed changes “reasonable and attainable.” . 2 02 9 L 3 2l 1 5 OE

+ Google nally proposed 90-day validity. Apple said, “hold my beer” and proposed half the lifespan (45
days), but the negotiated validity period ultimately settled on 47 days. (Check out the FAQs at the end of the - o = . o I
article to learn more about the changes in certificate validity periods over the years.) L zl E'H TI_S -I '|'|'_Ac_|>_ I |7_|- . 47 =]

* The certificate lifesp:

~6 months (starti [« =
~3 months (startil . Ql': 1 7H-é-l T7|§ 7Clj|A—| ]él
o

1.5 months (starting March 2029)
DCV ZALE 712k 10

https://www.thesslstore.com/blog/47-day-ssl-certificate-validity-by-2029/
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Generate Key Pair and CSR
Retrieve CSR
Submit CSR to CA

Retrieve Server Certificate

Sl
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Servers

Retrieve Root/Chain Certificate
(Optional)

Install Server Certificate

Install Root/Chain Certificate
(Optional)

Restart Application

Validate Installation

Monitor Expiration
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Cloud / Platform

Security

Operations
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Authority
(CA)

P Renewal Needs

Actively Managed Certificates

129K
108K
Renewals increase
fivefold due to 90-day
certificate lifespans
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Configure Automation (one

Admin time)

Tasks
Approval (Optional)

Generate Key Pair and CSR @ @ ®
Submit CSR to CA oo Q-------- e ®------ ->

=¢ ( ! =0 >
Retrieve Server Certificate ==]; *------H¢)--------- LN

I, _® ________________ @_____.'_'___ Certific%te

Authority
(CA)

Automation — Install Server Certificate

Install Root/Chain Certificate
(Optional)

Restart Application

Validate Installation Security Dev Cloud / Platform  App
Team Team Operations Owners

Monitor Expiration
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-16.pdf
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— Gartner Market Guide for CLM, 2023
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TLS Protect TLS Protect for Kubernetes o F]reﬂy SSH Protect > CodeSign Protect Zero Touch PKI
& g3 @3@ QZ|HA O A v AEst

@ Jenkins @ kubernetes  servicenow  [JHashiCorp /A Azure  CilTIX  ORACLE (@) Zwidam
3&%&2 6 CYBERARK' @ 3 Check Point “ GitLab @ .';" ‘\ ) Google Cloud
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'v.V Ecosystem
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1. OL%A-l EEFZI ZHAl O | Integrations in the AtO|E{O}3 Marketplace

esults  Clear All Filters
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v CLM, PAM, Secret

Manager
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O TLS Protect  Dashboards «  Inventory ~  Policy Tree

Reports ~  Configuration ~  Clients +  Workflow «

All Certificates Dashboard

®0 Add Widget ~
Certificate Totals +
My Certificates Expiring within 30 In Error Key Size < 2048 Weak Signing Validity Period = Unapproved Issuer Pending My Distrusted Entrust
days RSA keys Algorithm 397 days Approval
Key Size Signing Algorithm
W256 26 M sha256ECDSA 8
a4 1 sha2s6RSA 169
W 2048 164 M sha384ECDSA 10
4096 6 sha3B4RSA 10
Issued Certificates 197 Issued Certificates 197
Expiration i 3/19/2025 - 6/23/2025
Expired <15 Days > 15 Days =30 Days

100

Mar 19

Today, Mar 24 Mar 30 Apros Apr it Apr 17 Apr23 Apr2g May 05 May 11

May 17 May 23 May 29 Jun 04 Jun 10 Jun 16 Jun 23



O TLS Protect Dashboards +

Policy Tree Reports ~  Configuration «

Clients

Workflow ~

Logs

Certificates

a248.e.akamai.net

a2hosting.com

abc.net.au

accessify.com

accounts.google.com

acervo.exira.globo.com

acnpic.accenture.com

adage.com

adam.law.harvard.edu

ad-server.soo.com

affiliate-program.amazon.com

airtable.com

alexandergerst.esa.int

all.content.cirrus.bloomberg.com
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4/20/2025

417/2025

11/26/2025

3/27/2025

4/21/2025

4/25/2025

10/22/2025

4/28/2025

5M11/2025

2/8/2026

10182025

2M14/2026

12/25/2025

TN4/2025

2048

2048

256

2048

2048

2048

2048

256

2048

2048

2048

2048

2048

2048

Expiring Soon

Management Type
Unassigned

Expired - Short Term

Management Type
Unassigned

Expiring Soon

Management Type
Unassigned

Expiring Soon

Management Type
Unassigned

Management Type
Unassigned

No Owner Assigned, Unapproved
Issuer, Validation Disabled

Mo Owner Assigned, Unapproved
Issuer, Validation Disabled

No Owner Assigned, Unapproved
Issuer, Validation Disabled

Mo Owner Assigned, Unapproved
Issuer, Validation Disabled

No Owner Assigned, Unapproved
Issuer, Validation Disabled

Mo Owner Assigned, Unapproved
Issuer, Validation Disabled

No Owner Assigned, Unapproved
Issuer, Validation Disabled

Mo Owner Assigned, Unapproved
Issuer, Validation Disabled

No Owner Assigned, Unapproved
Issuer, Validation Disabled

Mo Owner Assigned, Validation
Disabled

No Owner Assigned, Unapproved
Issuer, Validation Disabled

Mo Owner Assigned, Unapproved
Issuer, Validation Disabled

No Owner Assigned, Unapproved
Issuer, Validation Disabled

Mo Owner Assigned, Unapproved
Issuer, Validation Disabled

Create a New Certificate

Download B

Renewal Details
Import

Add Installation
Retire

Revoke

Check Revocation

Delete
Import -
Download -
Download -
Import -
Download -
Download -
Import -
Import -
Download -
Download -
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Create a New Certificate

Folder Certificate Signing Request Additional Information

Q72! 7|2F CSR2 CLMO]| o5 A4

CSR Generation

Generate a CSR for me v

Common Name @

Organization

Organizational Units

Organizational Units
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- . . -
'.‘. Requesting - Pending Someone Else’s Approval
" o This certificate is waiting for an external approval.
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Renewal Schedule
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Issuer

tion, Unapproved

tion, Unapproved

babled

ion
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Download

Renew Now

Renewal Details

8

I Renewal Schedule

Validate Now
Import

Add Installation
Retire

Revoke

Check Revocation

Delete

Renewal Schedule

Would you like this certificate to renew automatically?

@Yes ONo

Days before it expire
30
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|
: : Move to 2 Certificates ~ Edit Columns
Quick Filters
| Nickname a Installations  Valid To © Key Size © Status Risks
Common Filters labs.venafi.com 0 4/13/2019 2048 Validation Download v
Disabled
Stat
atus Renew Now
Managed x .
2 validate lab.venaficom 0 3/29/2018 2048 Pending Someone Else's Failed Validation Renewal Det
Approval Renewal Schedule
Risks PP @
Import
I Add Installation I
Retire

Certificate Name
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@ * happyfuncorp.com I ) |
y 2 infrastructu 4 Actions

Download
I Overview Server Certificate Renew Now
Template
Installations Renewal Details
SSUTLS N Jonizat : % Renewal Schedule

Previcus \Varslore traininglab-Root-CA  *.happyfuncorp.com  Venafi, Inc EssentialSSL Wildcard, Domain Control Validated S k H_:” 7 | H-l == EI
‘ , Revoke( )= &S
- — . Authentication (1.3.6.1.5.5.7.3.1) Reure

Previous Versions (0|Z) HES E5|f

EE H'lﬁ_o_l OLI%A-l ]I1|7| O:I—?— §!'OLI SSU/TLS: No validation results

Installations: No validation results

Revoke
VALIDATION

2025 AFO| B OF AL Software Ltd. Al rights reserved



CLIMEQ =1} 2 ek g|ZEE U AT

TLS Protect

Action Required: Certificate Expiring Contact

The certificate for DemoCert2.tpp.local is going to expire in 33 days.
This certificate must be renewed and installed before it expires.

See a list of available actions and get additional information.

If you need assistance, contact your Administrator.

This email is being sent to you by Venafi Trust Protection Platform because you are named as a contact on this
notification

22|20 A| MS

—_ -
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Venafi

Control Plane

Venafi
As-A-Service

Venafi
ZTPKI Platform

©

Venafi
ZeroTouch PKI

Private PKI Service

Integration

Venafi
Cloud Platform

Service
Database User / Team Account Activity ca Connector vSatelite
Storage Manogement 550 Manogement Logging Integrations Management Management

Platform

Venafi
TLS Protect Cloud

Certificate Lifecycle
Management

_|. Vendfi Venafi
[ Firefly TLS Protect Kubernetes

Distributed Certificate o
Issuance

Kubernetes Visibility
&Management

Venafi
Datacenter Platform

Integration >

< Integration

Integration

Venafi

Database User  Team
Storage Management

sso Logging nteratons Wanagement Tools & Integrations

Platform Components
Integration
cert-manager

Venafi
TLS Protect DC

Certificate Lifecycle
Management

Venafi
SSH Protect

SSH Key & Certificate
Management

< / Vendafi
> CodeSign Protect
vCert CLI

Secure CodeSigning

Scanafi

VenafiPS &

vCertSDKs

Integration

Integration

<

© 2025 AFO|H{ O3 Software Ltd. All rights reserved
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CYBERARK"

The Identity Security Company ™

Venafi

A CyberArk Company
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https://venafi.com/resource-library/videos/customer-success-testimonial-southwest-airlines/
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SSH Protect

How SSH Protect Secures Your Keys

[ Discovery]

@@

Unix/Linux and Windows Cloud and DevOps

Automated \ Key Configuration
Key Management and Usage Discovery
and Protection

Venafi SSH Protect
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SSH Key &t2| & I3t SSH Protect

219

Protection
vPIatfo rm

SR EER-T
*Agent or Agentless Discovery
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SSH Protect +d 2=
SSH Protect Components

TPP

SSH Manager

» Agentless Discovery and Remediation
» Uses SSH to log into server and
run shell commands for scanning
and SSH file management
« Identifies keys and trust relationships
» Processes keys discovered by Server
Agent and queues agent work
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SSH Keys Dashboard

Q SSH Protect Dashboards v SSHKeys Inventory v  Folders Reports v  Configuration v  Clients v Workflow v  Logs

SSH Keys Dashboard Add Widget ~

Key Totals +

Total Keys Access Orphans Assigned To Me Authorized Key Duplicate Client Duplicate Host In Error Key Older than
Control Private Keys Private Keys Allowed

87 15 0 18 5 0 0 0

Key Size < 1024 Key Smaller than Key Type NIST Noncompliant Passphrase Pending My Private Key Root Authorizations
Policy Violations Keys Unknown Approval Orphans

2 10 3 22 2 0 3 5

SSH1 Keys Unknown Client Untracked Keys Unused Authorized
Access Keys

Last 365 Days

0 0 0 22

Key Size Key Algorithm Network Discovery - Key Sizes

Last 365 Days

256 43 ECDSAP256 34 256 6
768 2 DSA 5 2048 1
1024 8 ED25519

Total 7
2048 29 RSA 37

worz 3 Total 85
Total 85




SSH Keyset Inventory

Q SSH Protect  Dashboards v SSHKeys  Inventory v Folders  Reports v Configuration v Clients v Workflow ~  Logs

SSH Keyset Inventory Create New Keysst

P S . 39 Keysets  Edit Columns
Common Filters Enter fingerprint for quick match

Status Access Type Key Type Private Public Last Rotated Risks NIST Control Number FingerprintSHA256 FingerprintMD5 Keyset ID

Client Access
unknown — Brian@ip-10-1- Orphan AC-2, AC-6, AC-20 ) _
Client : UOIKESSSJONIS 95'46:89:a250" 054558CBOF410
0-31 Missing cP-2

Options

NIST Control Number @ Root Access
Orphan
Client Access AC-2, AC-6, AC-20,

unknown — many Client TIEUABNNGZOU. .. c1:96daddad...  2BFOATZA6163D
Orphan cP-2

Folder @ Missing

Folder Options

Start typing

Include Subfolders Sandra@ip-10-1-0-31 — i Missing
Client

AC-20, CP-2 XUrfQumjDTez.. 09:98:5d:46:2d..... J25EAQC1B8583;
Sandra@ip-10-1-0-30 Options axuriQumiez 5

Device @

Start typing Key Smaller
Than
Account @ Required
unknown — Bob@ip-10-1-0- i AC-2, AC-6, AC-20
Client Client A fti+/mP.JyBt/add 78:59 72 faBa1. 52FEEA04C12CT
Start I!.’i? ng.. 30 lient OIEn \CCESS CP-2 SC-12 uti+/mPJy a8a
rphan

Missing

Rotation Date Options

Pal@ip-10-1-0-32 —
Key Usage Pat@ip-10-1-0-30
- select —

Client OdgNydA2QTJ.. 21.79:40:m:fel3t .. S46EFABBBFIT1

Client Access
Clear all unknown — Joe@ip-10-1-0- L Orphan AC-2, AC-6,AC-20
30 Missing CP-2
Options

MMle+7CFmRsf.. ee7bh20:3d.cc.. BGASEBIFTOI9F0

Properties

Key Smaller
Than
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SSH Certificate & CA

7|20 M= Venafi SSH ProtectE At

I:él-:l-lzll-_l -T’—|'E|O|' A OIA[__|[:|-

SSH @l M= SSH 9|2} tfe| Otz UdRE
2458 C}
§fE|D1 ol A|Zd 0l 2}

SEAFA|F | T 22 A|BHS
Lot SSH J—FEI7P kA

rQ
Im
o

o0 220

S8

“|:|(

doors)”
AHE—?— = 7,5Fi|

SSH ¢!

=2 AHAH
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SSH Certificates - €G|0| E Flow
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